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Abstract: Modelica is a modeling language which weesated in order to ease the description of multi
physics systems thanks to an object oriented apprdslodelica models usually represent only the
nominal functioning of systems and are used to kitathem for design purposes. This article propose
various ways to derive dependability models fromhsodelica models, as automatically as possible.
Depending on the tightness of coupling betweencti@inuous processes and discrete events such as
failures and repairs, the methods proposed hemgerfniom the addition of stochastic behavior in the

Modelica model itself to the association of the
reliability modeling language. Such an associa
specially designed for dependability analysis;sitt

tegs structure to a library written in the Figaro
tidlows the use of the Figaro workbench tools,
fien possible to generate a fault tree, or tatere

automatically a discrete stochastic simulation nho8llt these possibilities are exemplified throutyto
classical use cases: a telecommunication netwatkad'heated tank" system.

Keywords:Modelica, reliability analysis, hybrid sto

chastigstem, fault tree generation.

1. INTRODUCTION

The purpose of reliability, and more generally,

dependability studies is to calculate probabilitiexf
undesirable events such as the failure of the omssif a
system, or to estimate the probability distributiohsome
performances of the system: total production oivargtime
interval, maintenance cost, number of repairs Efsually,
dependability studies are performed with dedicatedhods
and tools, based on discrete (and often even Boplaadels
of systems: fault trees, Markov chains, Petri n&BMP
(Boolean logic Driven Markov Processes) etc.
(Electricité de France) has a lot of experienceuaibaliability
modelling, and designed the Figaro modelling lagguan
1990. This language generalizes all the above citedels,
and allows casting knowledge on categories of syste
libraries. It is the basis of KB3 which is the nefiece tool

(o)

Bouissou (2007). This is why we looked for bettelusons
for hybrid systems, and investigated the use of &iod. In
Bouissou et al. (2014) we showed that it is posstbl add
stochastic behaviour due to failures and repairs
components to a deterministic hybrid system desdrim
Modelica. This paper explains how one can perforontd
Carlo simulations on such models, with a smart rilgm
that minimizes the number of random numbers thaitrbe
generated. Moreover, this algorithm can be impldegkn
using the standard Modelica solvers, which is aomaj
advantage. We also looked for solutions to perfanore

of

EDElassical dependability analyses (starting from ad®ica

model) for systems for which the hybrid behavioan de
abstracted into a discrete behaviour, or even ddaoamodel
such as a fault tree. Our conclusion was that usiogdelica
itself would be extremely difficult because it wduimply the
cohabitation of two models in one: a detailed, [als

used for building fault trees and dynamic models fosimulation model for the nominal functioning andmere

probabilistic safety analyses of nuclear power {glaand all
other reliability analyses at EDF.

Unfortunately, in some situations, a purely diseret
representation of a system cannot be a good en
approximation: this is the case of hybrid systemasjing both
discrete and continuous parts, with strong intévast
between them. Reliability analysts call the studysach
systems "dynamic reliability". For such systems Higaro
language can only provide step function approxiometifor
representing the evolution of continuous variables:

Ou;ggrforming the nee

abstract model suited for dependability analyses. fially
concluded that a much easier and more efficientitiool
would be to generate automatically a Figaro modehfthe
Modelica model, then use the mature Figaro tools fo
ded transformations (like theegation of

a fault tree) and calculations (of availabilityliability etc.).

The main contribution of the present paper is tecdbe a
method for doing this. This method is already pdisti(a few
manual inputs are still necessary) implemented wo t
prototypes based respectively on the tools Dymatd a



OpenModelica, associated in both cases to the tthe
Figaro workbench.

An auxiliary contribution of the present paper iket
application of the method described in Bouissoale2014)

to a more complicated use case, which has served as

benchmark for numerous other methods. This apjdicat
shows two things: the model is simple and “natuveith the
proposed approach and the performances of the aiiomil
are better than those of a recently published paper

To summarize, this paper illustrates by examplesesof the
results related to dependability analysis whicheagtained
in the MODRIO European project. It is organizeda@mws:

the largest part of the article (sections 2 to #spnts the

connection that can be established between detailed

simulation models in Modelica, and more abstracdei®
written in Figaro, in order to generate fault trees to
perform probabilistic evaluations based on discratalels.
Section 5 is an example of such a connection (fecom
network), and Section 6 compares the method detriip
Bouissou et al. (2014) to other techniques on d-kvelwn
benchmark.

2. THE FIGARO LANGUAGE AND TOOLS

Given the existence of a large community of Modelisers,
we will assume that this language is already kndoyrthe

A class consists of two parts:
= a purelystatic and declarative part :

« name of the class and of the class(es) whose
characteristics it inherits;

« interfaces (classes with which the concerned dlalés
interact, possibly with constraints on the numbér o
objects authorised for each interface);

* constant characteristics;

+ state variables, with their initial values.

a dynamic part : the occurrence and interaction rules
describing the behaviour of the class. The occagen
rules describe elementary events with the condition
governing how they are triggered and the associated
probability distributions. The purpose of the imigtion
rules is to propagate the effects that are immedaaid
certain consequences of an event in the systenseThe
rules often make use of quantifiers in order tovhkd
irrespective of the content of sets of objects rasfi by
the interfaces; simple examples of the use of dfiirenst
are given in section 5.3 (cf. class "link").

The tool KB3 was designed to offer a generic greghiiser
interface for working with Figaro models, that dantailored
to each Figaro library. In KB3, a Figaro class cam
associated equally well with an icon as with a lifithis

reader. The dedicated web site Modelica.org prevideneans that a Figaro link can be a complex objett wiles,
and not just a means to declare constraints (aguali
conservation of flow) on state variables. Thisnsimportant
difference between Figaro and Modelica.

mma KB3 fault tree generator

thousands of free resources including articles, pmmant
libraries, tutorials, forums, links to open sour@nd
commercial tools, and of course the detailed $igations of
the Modelica language. The Figaro language is rapeeific,
this is why we give its main characteristics here.

The Figaro language, created in 1990, is a dompaétific
object oriented modelling language dedicated
dependability with the following objectives, comrtexh and
exemplified in Bouissou et al. (1991):

e provide an appropriate formalism for developing

libraries (with generic descriptions of components)
* be more general than all the usual reliability mede

For example, in the above cited paper, it is show

that reliability block diagrams and Petri nets ¢en
represented in Figaro;

 desaription
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variables...

* find the_ best trade-off_ b_e_t_ween modelling power (Of&ig. 1. The Figaro workbench overall architecture.
generality) and possibilities for the processing of

models. In particular, models with differential once the architecture of a system has been graiyhicput
equations have been explicitly excluded from théy KB3, the man-machine interface translates i iatlist of
scope of Figaro; objects described in Figaro language. The setdijbt list of
* be as legible as possible (see example in sec}ion 5parameterized objects" is a complete model in otdeigaro
* Dbe easily associated with graphic representations. language for a given system. This model is condiss, it
(Bouissou et al. 1991) one can see how Petri netgould be very complex to use it directly, and ndtthe
reliability block diagrams and also an electricatecommended checks could be run on it. For thisomra
system could be input with their usual graphicaprior to any processing, this model is fully ingtated in
representations in the very first version of the3B order 0 Figaro, a very simple sub-language of oidEigaro
tool, based on Figaro descriptions. which is suitable for description of the behaviooi a

The Figaro language has two levels, called ordant
order 0. At order 1, its syntax allows to definengec
constructions contained in reusable classes, wahiteder O it
can only describe a particular system by meandjgicts.

particular system, and which enables all consistatecks
to be run and effective processing to be carrigd ddormal

definition of the semantics of the order O Figaanduage is
given in Bouissou and Houdebine (2002).



The Figaro workbench is a set of tools designdtktp a user The first level(the one that is currently implemented in the
define Figaro models, then process them in ordgretform two prototypes) is library independent, but it regs a few
dependability analyses§ig. 1 gives an overview of the main inputs from the user. In fact the binding of obgebetween
tools of the workbench, and shows how they are eciaul. the Modelica and the Figaro model must be "loosetause:

3. ENGINEERING WORKFLOWS « the structure of the Figaro model may be quiteeddint
from the structure of the Modelica model. This igdo
the fact that different kinds of abstraction aredusvhen
going from a real system to a functional, simulatio

At EDF there are traditionally two parallel workfis for
design and for dependability analyses, in different
departments. In the first workflow, designers biMddelica model on the one hand. and to a dvsfunctional model
models and simulate them in order to optimize themal the other hand- ' y

operation of systems; in the second one, relighélitgineers '

estimate non-functional performances such as ittiab « different Figaro libraries can be bound to a single
availability and maintainability of the system. Modelica model; this gives the possibility to daivas

The design information, needed to perform depetitiabi kinds of studies, all from a single initial model.

studies, is "manually" transferred from the fistthe second

workflow. With the approach developed in the MODRIC Pure Modeica

project, it is now possible to transfer automatictle system Input Figaro
structure from the first to the second workflow. S hs information in
illustrated onFig. 2 which emphasizes fault tree basec Model + Figaro Sthes
dependability studies; of course other studieBigfl are also information

possible.

Modelica Modelica Functional
library system SN E
Figaro Figaro FT FT
library system generation processing

Knowledge List of objects
« Visual Figaro  + Modelica tool -« Figaro » GRIF, Risk base Figaro Figaro
processor Spectrum...

Figaro processor Pure Figaro

Fig. 2. The design and dependability analyses Wl at EDF.

The benefits of this automatic transfer are: Figaro 0 model

* assurance of consistency between the models uské in rig "3, From Modelica to Figaro.
two workflows;

» time saving, making it possible to get an immediat&he binding is specified by associating a Figaassliname to
feedback from dependability performances during theach object of the Modelica model and by declativaginter-
design process; relations between objects, directly in Figaro syntd@his

« the workflows remain largely independent; in partic, second kind of information is necessary because, as
the Modelica and Figaro libraries can still be deped mentioned earlier, the ways connections betweerpooents
independently. Even the tools used in the two wovk§ are declared are quite different in Modelica angaFé. This
can be maintained independently, except for theis exemplified in the telecom example in the nexdtion.

interface with the bridge created between them. In order to generate Figaro 0 models from a Modetaol,

4. FROM MODELICA TO FIGARO all the parameters and information needed by Figacbthat
do not exist in Modelica must be integrated in Madein
such a way that they do not affect in any way thgimal
simulation model (without Figaro). That is why thewyist be
added as annotations or as string parameters. \didedeto
use parameters, because they can be inheritedthids
very important in our approach. Moreover, paransetere
part of the core of the Modelica language, whiclansethat
The Figaro library contains the dependability megdel it will be possible to use the same models waithModelica
including in particular the failures and repairscofponents, tools.

with the associated reliability data (default value failure
rates and mean repair times).

Fig. 3 explains the principles used to switch from a Mmde
model to a Figaro model. Starting from a pure Model
model designed for physical simulation, one camaiobt

Figaro model by extracting objects (maybe not althem,

see example 1 below) and their inter-relations ftbenmodel
and associating them to a well suited library igafo.

The second levelof automation consists in filling
automatically the information on connections in gtengs
There are two possible levels of automation ingtueess. added to the Modelica model. This is library dependand



we will explain how it can be done on the examplesg in
the next section.

5. EXAMPLE 1 (DISCRETE): TELECOM NETWORK

This example will probably seem a bit artificidlig is due to
the fact that we started from the abstract reptasen
(explained in section 5.1) to derive a physical glddection
5.2) while on real systems it is the other way diuBut we
chose that example because it is simple enough eto
explained in an article and yet it poses diffiquibblems. We
have reported in a MODRIO document (Bouissou 204y
the same principles work perfectly on a real thdryaoaulic
system of a nuclear power plant with libraries enpassing
thousands of lines in Modelica, and hundreds oédirn
Figaro.

5.1 Telecommunication network

In a telecommunication network such as the oneesgmted

R=10000

=
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:

Fig. 5. Analog model of a telecom network: electricircuit.

ground

Each link is represented by a resistor. Its norpedlaviour is

in Fig. 4, the classical so-called S-T connectivity problemepresented by a value of 10 Ohms, whereas itaréails

consists in calculating the probability that a givtarget (a
blue node) is connected to at least one sourcefofmation

represented by a value of 10,000 Ohms. It is atssiple to
simulate a failure of a node by setting the cormesing

(a green node). Here, we make the simplest possildeaxiliary resistor to 0.

assumptions on the failure and repair processes
components: failure and repair times are all expbaky

distributed, and components are all independentdeNand
links can both fail. Despite the apparent simpfiaif this

example, it poses real challenges for generatingf feees:
there are loops in the topology of the system, tyhigithout
a proper treatment will lead to invalid fault treesntaining
loops). Moreover, the number of links connected twde is
not known in advance and thus the reliability moaeist be
written in a way which is independent from the nembf

I?fonly the first level of automation for going fro the

Modelica to the Figaro model is used, the userthasput

manually the following information in the five resirs

considered as links: "INTERFACE extremity x y;" whex

and y are the nodes connected to the two porthefink.

This minimal information can be completed, if negdby

instructions declaring values for the failure goai rates that
will override the default values defined in the &g library.

In order to leverage automation to level 2, one ldidnave to

connections. To the best of our knowledge, these twwrite a little algorithm in Modelica that would dthe

problems are solveohnly by the tools based on Figaro.

Source target

n2

Fig. 4. Telecom network.
5.2 Representation as a hybrid system

A possible analog model of such a network in Matels an
electrical circuit (built using the Modelica.Eleical.Analog
library) where links are represented by resistard source
nodes by generators; the other nodes are représkeytgins
(components without behaviour that just serve agsh for
connections). Since we want to detect the propagatf the
alternative signal generated by the source, thredliary
resistors of 1 Ohm are needed. They do not havardig
string parameters; hence they disappear complételthe
conversion from the Modelica + Figaro strings moidethe
pure Figaro model. This shows an example of manageof
structural differences between the Modelica and Rlgaro
model.

following:

For X in objects of the model
If X of class Link
Write in X.figaro_string : "INTERFACE ",
name of object connected to X.positive_pin,
name of object connected to X.negative_pin, ";"
End If
End for

5.3 The Figaro knowledge base for telecom networks

Here isin extensahe library needed to generate a fault tree
for any topologyof telecom network that could be deduced
from a Modelica simulation model such as the on€igf4.
Figaro keywords are written in uppercase.

CLASS node;

CONSTANT

function DOMAIN 'source’ 'target' 'intermediate’
DEFAULT ‘intermediate’;

lambda DOMAIN REAL DEFAULT le-5;

mu DOMAIN REAL DEFAULT 0.1;

FAILURE fail LABEL "Failure of %OBJECT"
RELIABILITY_DATA MODEL_GLM
GAMMA 0.

LAMBDA lambda
MU mu;
EFFECT connected
LABEL "%OBJECT is linked to a source";
INTERACTION
IF WORKING AND function = 'source'
THEN connected;



CLASS source KIND_OF node ;
CONSTANT function DEFAULT 'source’;

CLASS target KIND_OF node ;
CONSTANT function DEFAULT 'target’;

CLASS link ;
INTERFACE extremity KIND node CARDINAL 2 ;
FAILURE interruption LABEL "The link %OBJECT is
broken"
RELIABILITY_DATA MODEL_GLM
GAMMA 0.
LAMBDA le-5
MUO0.1;
INTERACTION
IF WORKING AND
(FOR_ANY x AN extremity WE_HAVE WORKING(x))
AND IT_EXISTS x AN extremity SUCH_THAT
connected OF x
THEN FOR_ALL z AN extremity DO connected(z);

5.4 Fault tree generation

5.5 Fault tree analysis

The fault tree produced by the Figaro processortiban be
transferred (maybe via an ad hoc translator) tofanit tree
processing tool. With such a tool, different kimafsresults
can be obtained: minimal cut sets, the probabidiftyhe top
event, importance factors of components...

This is not available in the prototype tools, buteocan
imagine that some of the results of the fault tealysis can
be used in conjunction with the Modelica models.r Fo
example, a minimal cut set could be transformed &script
that could be run on the Modelica model, in ordetfaheck"
that this combination of failures indeed leads tfaiture of
the system.

6. EXAMPLE 2 (HYBRID): HEATED TANK
6.1 History of this benchmark

The heated-tank problem was first introduced in efhi

Once the Figaro model is available (library + olgec (1987), and since then has been serving as a bemkHor

automatically deduced from the Modelica model), shmple
invocation of the Figaro processor produces an Xfild
containing a fault tree, which can be representaghgcally
as inFig. 6.

T [3target_nut_linkecl_tu_Suurce

9 () Or237
¢ (=) or3o7
9 (%) Or423
<> n1_fail
<> Source_fail
<> linkZ_interruption
9 () Or308
% (¥ 0r3z2
< n2_fail
<> Source_fail
Q link1_interruption
> n1_fail
<> n2_fail
<> link3_interruption
<> ni_fail
<> target_fail
<> linkd_interruption
¢ (A oro
¢ (<) oraz
¢ () Or162
> n2_fail
<> Source_fail
<> link1_interruption
¢ (Dyora3
o () 0r8s5
> n_fail
<> Source_fail
<> linkZ_interruption
> n_fail
> n2_fail
<> link3_interruption
> n2_fail
<> target_fail

() links interruption

Fig. 6. Fault tree generated from the telecom ne¢wo

dynamic reliability. It has been solved with ditet
approaches including Marseguerra et. al. (1995hAwyses
et. al. (1996), Lair et. al. (2010), Zhang et.(aD09), Zhang
et. al. (2013). This problem is not trivial becauiseontains
two coupled continuous variables (fluid level and
temperature), and the components failure rates ilgeav
depend on the temperature. This example has thentate
of being defined with much precision and being isightly
small to enable exhaustive comparison of differssliving
approaches.

6.2 System short description

Due to space limitations, we limit the descriptionits main
features. Numerical parameters can be found in gledral.
(2013) and several other references.

The main component of the system is a tank comtgiri
fluid. Two pumps (components 1 and 2) can add finithe
tank. A valve (component 3) can remove fluid frdm tank.
The pumps and the valve can each be either ON & DEy
are controlled by level sensors. The pumps andidahes can
present failures, leading them to be either STUCK_@
STUCK_OFF. The times to apparitions of these fatuare
governed by the integration of the failure ratexoading to
the following formula, where T is the (random) tinte
failure:

Pr(T<t)=1- expej/] @ (u)iu

The failure rated(0) vary with the temperature of the fluid.
Lastly, a heating device heats the fluid in thektan

The components are controlled according to two laws

= if the fluid levelh(t) drops below 6m, the components 1,
2, 3 are put respectively in state ON, ON, OFF
(assuming they are not STUCK_ON or STUCK_OFF)



= if the fluid levelh(t) rises above 8m, the components 1(purely deterministic) with 3 states: High, Intewiise, Low.
2, 3 are put respectively in state OFF, OFF, ONhe transitions between states are triggered bypeosons
(assuming they are not STUCK_ON or STUCK_OFF) between the current fluid level and the varioussholds.

1:pump 2 : pump

N

heating 3 :valve

A AN

Fig. 7. The "heated tank" system.

OFF oN

STUCK_OFF

STUCK_ON
Fig. 8. States and transitions of the components.

The two continuous-variables are the fluid leké@) and the

According to the active state, commands are seutops
and the valve.

The most interesting components are Pump_1, Purapd2
Valve, since they are the only components with rdom
behaviour.

Pump_1 >—> P1 h P2 ‘—<Pump_2 .
Tank
V f—Valve 4—
T
h
Control P2
v
Fig. 9. Structure of the Modelica model.
They contain the state-machine depicted in Fig.10.

Deterministic continuous-time state-machines in Bliwé
were already presented in Elmqvist et al. (2014¢ Mged
them in order to implement stochastic transitions i

fluid temperatured(t). They satisfy the following differential accordance with the principles explained in Bouisso al.

equations:

dh/dt = (v + v, —v3)F/A
hdé/dt = (v, +v,)F(T, — 6)/A + Q/A
with
_ {0 if c is OFF or STUCK_OFF
¢ 1if cis ON or STUCK ON "’
F, Ty, A, and Q constants

c€{1,2,3}

We consider the system to be failed if it reachitteee of the
following situations: droughthk4m), overflow H6>10m) or
boiling (¢>100°C). We are interested in the probabilities
these events occurring before titne

6.3 Model in Modelica

We implemented this system with two different mdidgl
methods: state-graphs, using a modified version thef
Stategraph?2 library (Otter et al. 2009) and stasehines
(this is the most elegant, and it is detailed bgld®oth use
the mechanisms given in Bouissou et al. (2014) tfar
generation of random events and the Monte Carlailsiton.
Thanks to the features of Modelica, these mechantan be
cast in a library and hidden from the user whodsuihodels.

In the following, we explain all what the user hasnput to
solve this problem, supposing that he has thiatijpat hand.

The top level of the system model is shown in fgg@r The
Tank only contains the two differential equatiomsl aheir
initial conditions. The Control contains a state chiae

(2014).

command 3: not command

on
n=2
I

2: normal:active.firing[2]
2: normal_inactive.firing[2]

OFF
n=2

3: command [
\

normal_active.firing[1]

STUCK_O P}

it | active) or

normal_inactive.firing[1]

FTUCKDFF

L_acive)) then como_fow ese 0 |

flowCapacity

of

realExpression

Fig. 10. Continuous-time state-machine model fortth@ pumps
and the valve.

This state-machine contains both deterministic sitaons
(linked to control laws) and stochastic transitiok®reover,
the failure rated.(d) vary with the temperature calculated in
the tank.

This whole model cannot give us directly the dekire
cumulated probabilities of failures. One simulatican only
give usone possible trajectory, determined by the random
numbers generated for this simulation. This is why do
Monte-Carlo simulations: we launch a large numbér o
simulations with different seeds for the pseudodoan
number generator. The mean of the results thenerges
towards the sought result.



6.4 Results and comparison with other articles

As stated before, this benchmark has been studiedainy
different ways in the past. We will here compare msults
with the ones in Zhang et al. (2009) and the onéghiang et
al. (2013). In zZhang et al. (2009), the authors ase
analytical solution to solve differential equatioffhis way,
they manage to simulate ®1bistories in 1min37s. Compared
to them, we do not seem to be efficient with Lhélowever,
contrary to them, we do not use an analytical smttwhich
would require first mathematically studying the teys. We
only use the original raw equations and let Dymddathe
numerical integration. This explains the differenmtspeed.

0.6

0.5
203 /
E-
g 0.2

o1 L

O V T 1
0 500 1000
Time (hours)

Fig. 11. Cumulated probabilities of failures. Compani between
our results (105 histories) and PDMP from Zhanal.e2009) (107
histories, dotted). Blue: overflow; Green: boilifged: drought.

In fact, in Zhang et al. (2013), the authors trg time to use
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