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I n d u St” aI C h a.l I en g e Presentation at DCDS 2015

Separation of design and dependability analysis workflows

Conseqguences:
— The same information is input twice
— Consistence is not guaranteed

— Long delay between the two kinds of studies => no possibility of
feedback, except for very serious issues

Existing attempts to link design models to dependability:
— Limited to fault tree production (+ FMEA)

— Rely on a simple algorithm (assembly of FT parts, not a true
generation), works for control systems but not for physical systems

— No storage of generic reliability models

2 1\ C»DRIO
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Modelica and Figaro: two DSLs

* Modelica: system design and functional validation

— Deterministic physical models: algebraic and differential equations
(DAE)

— Object oriented
— Declarative and procedural parts
— Supported by a large number of tools (open source or commercial)

« Figaro: system dependability analysis
— Discrete stochastic models: states and stochastic transitions
— Object oriented
— Declarative (based on occurrence and interaction rules)

— Supported by the KB3 platform (partly free. Should be open source
soon)
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Various ways to derive stochastic models
from Modelica models

Presentation at DCDS 2015

Need for a reliability/availability analysis of a system already modeled in Modelica

v Part 1
- yes Enrich the model with stochastic
Hybl’ld? - transitions and run MCS
Dec
reas Part 2
ing yes Associate system structure to a

com | DynamIC? FIGARO state based library
plexi

ty no Associate system structure to an

Boolean? O3prm library to create a
s "Probabilistic Relational Model"
Part 2
Create a second Associate system structure to
Modelica model using @ Or a FIGARO "fault tree oriented" A
only Boolean equations library - DRIO
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O u t I I n e Of p art 1 Presentation at DCDS 2015

 Introduction of stochastic transitions in Modelica
— A simple test case
— Modeling it using state machines

« Two more complex examples
« Perspectives

5 11 C»DRIO
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The "Heated room" test case

TE External temperature

heater

Heater:

 on at Tmin, off at Tmax

* subject to random failures and repairs

» exponential distributions for times to failure

and times to repair

6 1 C»DRIO
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An example of single (random)
trajeCtory Of T Presentation at DCDS 2015

Temperature

of the room

°C) 19

A failure of the 18

heater -

occurred
16
somewhere
here 5>
147 /

13!] EIIII 4IIII a0 20

%% Time (h)

And was repaired at that time

This is a PDMP:
. Piecewise Deterministic Markov Process 1\ @»DRIO
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Modelica model: structure

heater
[ ] :
- - heaterController = heater eate rACUVe T
Defined with a hysteresis of the MSL
heatedRoom e

outsideWeather >—/—f—>

Outside_Temperature

equation
der(T)= CoeffHeaterController*HeaterActive +
CoeffOutsideTemperature*(Outside_Temperature - T) ;

\ \ N
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|| '\\ ‘.’

-



N ITEAZ

7

The heater: a. fIrSt mOdel Presentation at DCDS 2015

algorithm

when initial() then _ o /I Input-output relation
F := seed; //each calculation of F will yield a pseudo random number :

in [0.1] equatlon

end when; _ o if working then
/I Attention: the two following rules must not be merged in a single one! _ ]
when initial() then //calculating the first random working time y=u
F := mod(a*F+c, m); else
X :=F/m; _ .
X:= (-log(1-x))/lambda: y= 0,
end when; end |f,

when working then //frandom draw of the next working time
F := mod(a*F+c, m);

X =F/m;
X:= (-log(1-x))/lambda;
end when;

/Il X is the working time

when working and (time - starttime_working) > X then
working := false;
starttime_notworking :=time;

end when;

.... Similar instructions for repairs

Very cumbersome and error prone!
y P 1 CoDRIO
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Th e h ea.ter (I n MOd eI I Ca 3-3) Presentation at DCDS 2015
U
= ! Essentially the same
‘a”d - D principles as what was

shown on slide "Heater:
a first model", but taking
advantage of abstraction
mechanisms provided by
Modelica.

The user does not have
to write any code

working&ctive

activeState(working) [——

101}/

We use a continuous time state machine to describe the random
behavior of the heater (only available in Dymola, cf. Modelica
extensions for multi-mode DAE systems, EImqvist, Mattsson and

., Otter, 2014) 1 C»DRIO



Results: Temperature
(10000 random trajectories)
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Presentation at DCDS 2015

mean value

1 %% Fractile

o9 % Fractile

T - \\\'\-\W
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time (h)

| DRIO
N AVAR \_‘_______,"



Results
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Presentation at DCDS 2015

e Heated-room
e 1 000 000 sim
e 1h30

21

20+

19+

18 +

17 1

16

151

144

13

mean

low Frac

highFrac

N

— T

T
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T
20

w

T T T T T T T T T
30 40 50 60 70
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EX 2 : h eat ed -ta.n k Presentation at DCDS 2015

« Tank with 2 pumps and 1 valve

« Failure rates dependent on temperature

e 2 tied continuous variables : temperature and level

« A test case solved with dozens of methods in the literature!

1:pump 2 :pump
10mM =t
8m =t
6M
heatin 3 :valve
=1 [ “g| T

J

1 C»DRIO
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Results
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Presentation at DCDS 2015

« Heated-tank
« 100 000 sim
« 2h15

« Zhang et al. :

1 min 30s
or
23h

0.5

0.4+

0.3+

0.2+

0.1+

0.04

mean mean mean

T T T T T T T T T T T T T T T T T T T
100 200 300 400 500 600 700 800 900 1000

1 EC»DRIO
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CO n C I U S I O n Presentation at DCDS 2015

« 3 complementary test cases were solved
 Random state machines work... in Dymola

« Monte Carlo works and is fairly efficient

« Anyway, faster than some other general* methods

*General = that do not use analytical solutions for DAE

1 EC»DRIO
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P e r S p e C t I V eS Presentation at DCDS 2015

* Apply those principles to a complex system: a data center with
electrical supplies, thermohydraulic cooling system

* Requires the extension of components models with stochastic
state machines to represent failures, repairs, reconfigurations...

* Refine the Monte Carlo function

 Convince the Modelica association to introduce "native"
stochastic transitions in Modelical!

|

1/\C»DRIO
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Various ways to derive stochastic models —
from MOdellca mOdeIS Presentation at DCDS 2015

Need for a reliability/availability analysis of a system already modeled in Modelica

Enrich the model with stochastic
transitions and run MCS

Associate system structure to a
FIGARO state based library

Associate system structure to an
O3prm library to create a
"Probabilistic Relational Model"

Create a second Associate system structure to
Modelica model using  gel@ a FIGARO "fault tree oriented"
only Boolean equations library




The Modelica tools and KB3 work In
similar ways
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Presentation at DCDS 2015

Fault tree

generation

# Bta StateGraph

# % Electrical

# 4 Magnetic

# m Mechanics

# %) Fluid

# ] Media

# [t} Thermal
.

Modelica
Library

18
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Using Modelica in conjunction with the e
Figaro tools (the binding principle)

® © 0 00000600 0 00 0 0 0 0 0 0 0 0 0 0 0 QUOVCVTNVCVEV GOV CO"CV"00".0 06 6 06 06 06 0 0 0 0 00

---------------------------------------------------------- Input Figaro
information in
The mapping between the strings
. . . Model + Figaro
classes in Modelica and in [ —— }
Figaro can be very loose:
each object in the Modelica [ } model M
- Extract arom E0are code™):
model contains the name of componentcomponen (gro- g e
the FlgaI'O CIaSS |t mUSt be eggsﬂggt(componentl.y,componentZ.u)
linked to by the Figaro endm
pProcessor [ ]
Convert
[ Knowledge ] [ List of objects ]
: base Figaro Figaro
[ Figaro processor ] Pure Figaro

[ Figaro O model ]

:
:

: :

: :

: :

: :

: :

: :

: :

: :

- - ll
: :

H - | f \
. - § \J }
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Advantages of using the Figaro language
and processor

« Figaro: the first domain specific language for reliability (1990)
« Basis of the KB3 workbench: the reference tool at EDF

« Generic KB thanks to quantifiers

 Two ways to build FT

— The CAT algorithm (Salem 1976) like most nowadays tools
— With macro components => legible and structured FT

« Options to process negations (non coherent FT)

 Ability to produce correct FT for looped systems (cf. telecom
example)

S. Salem, G.E. Apostolakis, D. Okrent : "A computer oriented approach to
fault tree construction" EPRI-NP-288. 1976

20 j\AQDRIO
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Example: telecom network Presanion at DCDS 2015

Nominal mode

get

bidir_4 i
bidir 3 :
Source target :
bidir 2 bidir 5 3 3
: 7 sl |p 4 7
H = o [
: z it = =z Lo
n2 : 3 o fas
Y O
ground
1 — L
Pan | Ftnvew  Sae Pt [Fltogx |Fltog¥ [Frdveisbes
1,54 e
1 = telecom_network _res.mat
ground
[+ linkl
14 link2
[+ link3
link4
1 link5
["5’_ # nl
n2
[+ resistorl
| resistor2
resistor3
Source
| = target
0,5 i
1 [l
[TJtime
a1
15
T T T T T T T T T T 1
o 0,2 0,4 0,6 0,8 1
time

1 EC»DRIO



Example: telecom network

bidir_1 bidir_4
nll
bidir 3
Source i target
not linked
bidir 2 \Q/ bidir 5
n2

oL

NITEAZ

Presentation at DCDS 2015

get

ojsisal
b=
clojsisal
Tmsisal

Find Variables

oo
08— m torgery ||V
] - e =1 telecom_network_res.mat
ground
0,6 -| n ﬂ ﬂ ﬂ linkL
1 link2
target.v
" 04+ linkd
links
nt
0.2 =n2
4 I: i
. T resistorl
1 resistor2
024 resistor3
Source
target
0,4 - L Fltim
“11 | 1
0,84 0.3041, 08098
r T T T T T 1
0 0,2 0,4 0,6 0.8 1

time

EC»DRIO



Example: telecom network

Failure of the mission

Source

Zoom] Pan  Fitinview

10—

nl.v

target.v .

Save

|

bidir 3

not linked

N ITEAZ

[ —

Presentation at DCDS 2015

get

M bidir_4

not linked

target

bidir 5

| IN:EE AN
n2 x)
- . :

Print [ togX [Log¥

RV RRARTY

T A
|
- =

—
B T TR

m
g2 200

A

We want to get the exhaustive list of minimal cut sets,
without trying all combinations of failures in Modelical!

time
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Telecom network: the FIGARO library

dis jEdit - Telecom basic.fi (modified] SRS e — - - A i— —
File Edit Search Markers Folding View Ulilities Macros Plugins Help

IEdE & ¢ XDE B® T EEE B # ©

KB Management XML Management

B |D:\1 VisualFigaro\Telecom_basic\EnglishiTele... |
= : M Telecom_basicfi (D1 VisualFigaro\Telecom_basic\Englishi) |v
c||[? 3 BOC = > e node ; =]
) [} sYSTEM_NAMES i
= o 7 GROUP_NAMES | =
2 o[ STEP_ORDER i es fun|ction DOMAIN '"source’ '"target' 'intermediate' DEFAULT "intermediate’ |
= o
°' CLASS node ooas lambda DOMATN REAL DEFAULT le-S5 ROLE DESIGH;
7 [@] cuass source | e mu DOMAIN REAL DEFAULT 0.1 ROLE DESIGN;
& 3 NANE > 2 fail LABEL "Failure of %0BJECT" [6 lines]
¢ [ FATHER i : :
[ node i as connected LABEL "%CBJECT 1s linked to a source" ;
o 7 CONSTANT function H T [ lines] B
? £ P ag [4 lines]
o= ] NAME : . .
o 9 FATHER L source KIND OF node ; [3 lines]
[ node L Hb s target KIND OF node ; [3 lines]
o [ CONSTANT function 1 link ; B
o [ CLASS link -
. o [0
e /l CLASS mono_dir_link i )
- o3 NAME | e link_lambda DOMAIN REAL DEFAULT le-5 ROLE DESIGN ;
¢ [CJ FATHER LBz lin}{_mu DOMATIN REAL DEFAULT 1 ROLE DESIGHN ;
[ tink [ [7 lines]
o [ INTERFACE start :
o~ [ INTERFACE end m
o= [ INTERACTION rule I GROUP simu group
v/ | MAY OCCUR
& [ NAME ;i . ,
o O FATHER 74 FAULT interruption
[ tink | DIST EXP (link lambda);
o [J INTERFACE extremity E —
o[ INTERACTION rule1 || T |P|L
‘l il D] (=] |v | Console |
25,512 (881/3260) (figaro,indent, Cp1252)1 1 o WG 0sMb 19:10]

The library is edited in the Visual Figaro editor VY (W
Total length: 115 lines 1//CoDRIO
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Example: telecom network
Fault tree generated by the FIGARO processor

Presentation at DCDS 2015

Target_not_linked_to_source
Nottargetis linked to a bidir_1 bidir_4
source
| 1 Source target
162 o bidir 2 bidir 5
n2
I 1 I 1
173 bidir_4_interruption 21 bidir_5_interruption
Notn1 is linked to a source The link bidir_4 is broken Notn2 is linked to a source The link bidir_5 is broken

-

O

O

174

bidir_1_interruption

bidir_2_interruption

The link bidir_1 is broken

The link bidir_2 is broken

R

O

O

bidir_3_interruption

bidir_2_interruption

bidir_3_interruption

bidir_1_interruption

The link bidir_3 is broken

The link bidir_2 is broken

The link bidir_3 is broken

The link bidir_1 is broken

O

(considering nodes as perfect to get a small fault tree)

O

O

O

\2»DRIO



. N ITEAZ
It could also work for a more complicated ____
case (] Presentation at DCDS 2015

Generation of a fault tree eliminating
loops by KB3 (failures of nodes and
links taken into account)

gﬁﬁﬁ T o = S ?
I e o e e e e I e e R :‘ i%i &2 f \: :: :: i ‘: ; :\ = i?lﬁ f
= e e e = = e EE T EEEEd T O
E=NN=—== ==
L;;L;;L;;\ I |

First third of the fault tree...
DRIO
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Example 2: thermohydraulic system (SRI)

* Real use case of MODRIO
« Cooling system in a nuclear power plant

e 11
i N

SRI in Modelica
(library ThermosysPro)

1\ C»DRIO
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The SRl as it would be input in KB3

NITEAZ

w

Presentation at DCDS 2015

« The Figaro library (Skelbo) was developed long ago,
iIndependently from the SRI model in Modelica

In fact, the
same
topological
Information is
Input in the
Modelica
model

28

O

SRI in Figaro (library Skelbo)

-

= &
_,m_fo \_,D%_

3 (—
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e
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Demonstration: OpenModelica

kA OMedit - OpenModelica Connection Editor "L E=RiaN

Fichier Edition Affichage Simulation FMI  Export Outils  Aide

PEHM L0 HEQAQQ  WeBOBEN(UEQO9+5 @8- X@9d

Navigateur de librairies 8 X | oA ThermoSysPro | A SRIN4_v3.SRI_v3 |
Bibliotheques i II-I @E ﬂ | Modifiable | Model | Yue en schéma | D:/Modelica/Modelica 2figaro/UseCases/SRI/SRIN4_v3 UTFS with Figaro additions.mo Line: 1, Col: 0 | 6|

B FlueGases
B Functions
B HeatMet...Cooling szl
B Instrum...Control
=] MuttiFluids

B Properties

B Solar

B Thermal

=] units

B WaterSolution
B WaterSteam

B Examples

=1

Vue classe

Vue de la documentation

g B &

Moouvelle classe Modelica

Instancier le modéle

VErifier modéle

Check All Models

Simuler

Simulation Setup

P50

X U+OOM

Enlever

3

Exporter FMU
[ & Exporter XML
I Export Figaro
[ J CrmdEChangenrs P
—D CmdPompes
— NormalSecours Navigateur de messages g

[E Utilities Type Temps Ressource Emplacement Message

__[E THM @ Scripting 22:56:28 0:0-0:0 The FIGARD is generated.
5T

® po '
®  PO_dansEDFLib &

Exports the current model to Figaro ¥:-585.98 Y:67.61 &t Modélisation

0D @ x




The generated fault tree in the GRIF editor

&3] GRIF - Fault-Tree Module - FTxmi

File Edit

Tools Document Fault-Tree Dataand Computations Group 2

[a

=]

7

]
&
is]

r=afols|[x]=][»] O[0] PIPE]

7 Filter

=
?

e

|Nom‘|a| |V|@
!

FT.xml

=
QVanneSerie‘l_CF
QVanneSerie2_CF
OVanneBypass_CF
> VanneBypass_FO
> vanneBypass_FDSP
> ClapetDPO_1_FO
> ClapetDP0_2_FO
> ClapetDP0_2_FO
<> FPompeCentrifugeDyn1_FD
> PompeCentrifugeDyn1_FO
> PompeCentrifugeDyn1_FDSP
<> PompeCentrifugeDyn1_FOSP
<> FPompeCentrifugeDyn1_FDMO
<> PompeCentrifugeDyn1_FOMO
<> FPompeCentrifugeDyn2_FD
<> PompeCentrifugeDyn2_FO
> PompeCentrifugeDyn2_FDSP
> PompeCentrifugeDyn2_FOSP

<> FPompeCentrifugeDynZ_FDMO
Ao

¢ [ Logical Tree

? @ loss
9 (¥y0r4a35
9 () 0r4338
o (¥ Or4961
> ClapetDP0_2_FO
7 (=) Or4241
¢ (D or779
¢ ()or1788
> VanneSerie1_CF
9 (¥y0or1797
> VanneSerie1_FDSP
QVanneSerieLFO
¢ (=) or2320
> VanneTORO_1_CF
> VanneTORO_1_FO
o (¥ Or4674
o (¥ Or2027
o (+) or4081
o [T\ 05024
o[£\ 0r1714

& 2
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Presentation at DCDS 2015

| |

Loss of fluid in block
including
BO_wolumeAl

loss

U(B780h)Fnot-found
Uavg=nct-found

Loss of fluid in block
ineluding
BO_ClapetOP0_3

0ri034
UBTa0h Fnot-found
Uavg=not-found

or5194

Obstruction in block
including
BO_ClapetOP0_3
0r5135
U{ETE0h Frot-found
Uavg=not-found
. Failure to open of
Obstruction of pump -
Pompe Centrifuge Dyn3 %'raeggt E?’Il;eil
Ori 160
LIETEOh Frot-found
Uawvg=nat-found
Clapet DP0_3_FO
exponential 1E-3
U(BTE0h Fnot-found
S Uavg=not-found
Obstruction in
operation of
Pomnpe Centrifuge Dyn3

UB7a0hFnot-found

Uavg=not-found

Failure on demand of

purnp
Pompe Centrifuge Dyn3

Failure in operation of

Pompe Centrifuge Dyn3

Failure in operation of

switch o
Pompe Centrifuge Dyn3

Failure in operation of

purmp
Pompe CentrifugeDyn3

Parnpe Centrifuge Dyn3_FOD
exponential 1E-3
UiBTE0h)Fnot-found
Uawg=not-found

Pormnpe Centrifuge Dyn3_F OMO
WD 2ES0

G
UBTE0h)Fnot-found
Uawg=not-found

&

Pormpe Centrifuge Dyn3_FOSP
GLWD2ESD

UiBTaE0h Fnot-found
Uavg=not-found

Pompe Centrifuge Dyn3_F O
GLWMD2ESD
UBTE0hFnot-found
Uawvg=not-found

including

Loss of fluid in block
BO_wolumeA2

0r5040
UB780RFnot-
Uavg=not-four|

Obstruction in block
including
BO_vanne Seriel

A

or1778
UBTa0hFnot-found
Uavg=not-found

A

obstruction of Bachel

Obstruction in
including
BO_‘vanne Se|

Ord674
UiBTaE0hFnot-found
Uavg=not-found

A

A

A4
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Presentation at DCDS 2015

Summary: engineering workflow

Modelica Modelica Functional
library system simulations

Figaro FT FT
library generation processing
* Visual Figaro  * Modelica tool < Figaro * GRIF, Risk
processor Spectrum...

\

\

Y oa

I /i
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CO n C I U S I O n Of Part 2 Presentation at DCDS 2015

Main advantage of this approach: relies on mature tools and
formalisms

Smart fault tree generator
— Can use automatically generated macro components
— Handles looped systems properly
No need to change the Modelica model, nor the Figaro library

The Figaro and Modelica parts are loosely coupled: no need to
have a bijection between the elements of the two models

It will be possible to propose an enhanced GUI to help the user
input correct Figaro additions (with pull down menus...)
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Perspective: binding the Figaro model to
Form-L models

Presentation at DCDS 2015

Verification model

( ) N\
Requirements —
model [
Probabilistic |«
_-requirements .
_,:

Other

. e
requirements

& J

A

D FORM-L model
D Modelica model

:H ( Behavioral models )

Architecture
models

/4 N\
( N\

/Dependability mod

P R Probabilistic
..... -1 requirements

~

el

/

External function

External data

Component

@ Observation operator

[

Engineering
database

O Internal state (dynamic variable)
@  Static attribute

Instance binding
<«——— Class binding

\ '|‘ . 1
[ A\ j. ]
MAVAR B F ’
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Presentation at DCDS 2015

THANK YOU!

Where to find more information on tools:

http://openmodelica.org download OpenModelica with Figaro
text-only tools

http://sourceforge.net/projects/visualfigaro/ download KB3 and
other Figaro based tools

http://marc.bouissou.free.fr/ papers on the principles of Figaro
tools

http://rdsoft.edf.fr then link to KB3: general information on KB3
1\ @»DRIO



http://openmodelica.org/
http://sourceforge.net/projects/visualfigaro/
http://sourceforge.net/projects/visualfigaro/
http://marc.bouissou.free.fr/

COMPLEMENTS
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Telecom network: the FIGARO information ______
that must be added in the Modelica model

linkl in Metwork.example

g pe— In the Modelica model, the
Component | & et Text #| % ] class "link" is a subclass of:
Name ik 1 Edit codelnstanceFigaro 1 ° The eIeCtrlcaI
Comment IINTERFACE- | 1
XY e component resistor
Model 1= I .
e e « The generic class |
Comment e FIGARO that contains
Parameters “ g only two string
\ FuIICIassNamE. . : * nom u:u:fmple1 parameters A and B
codelnstanceFigaro "INTERFAZE extremity =n1 Source; E] code Figaro
R 10 *  Ohm Resistance z
A: The only Figaro code the B: The name of the corresponding
user has to input class in the FIGARO library is defined
(for every link) In the class "link"

36 VA -3' D RI 0
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Limitations of the CAT algorithm

3. CRITICISM OF THE CAT ALGORITHM

Let us consider a simple but useful example for the following
discussions. Let us analyze a circuit composed of a series of three
resistors (Fig. 2)

R. R3

1
1-—-/V\/\»—-2.__/\R/N\Z/~__3.__N\/\___- 4
Figure 2
In particular we will analyze those failures causing the current loss
at point 3. CAT models as presented in [ 1] will be used. Since this

problem is essentially related to the existence of a signal in a par-
ticular point of the circuit, the choice will be of "current type'.

Therefore, as the current flows from node 1 to node 4, the i-th
resistor simplified model will be as follows:

L SR, I
i

i itl
0 - 0
- 1 0
1 - i
where - = don" care state
I = current at i-th node (0 = no current)

S]Ri = state of i-th resistor

SR, =7 0 resistor good
i ~1 resistor failed

With orientation from left to right, in the
generated FT for I;=0, R; does not appear

With the macro component approach of KB3,
the model states:

- failure of R, => failure of MC

- failure of MC => [, =0

G. Squellati "Critical review of the CAT algorithms for automated fault
tree construction”. JRC technical note N° 1.06.01.80.84. October 1980

37
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